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K Memoou4eckum pekoMeHOayusam

0 pasmewjeHuU Ha UHPOPMAYUOHHBIX CMeHAaX, 0(hUYUAAbHbIX
UHmMepHem-calimax u opy2ux UHopMayuoHHbIX pecypcax
06ujeo0bpazosame. ibHbIX 0P2aHU3AYULl U OP2AHO8, 0CYUeCMBASTHUUX
ynpasJeHue 8 cghepe 06pa3o08aHusi, UHHopmayuu o 6e30nacHoM

nogedeHuu U UCNO/b308aHUU cemu "uHmepHem"

WH®OPMAILIMOHHAS NAMATKA

AJ11 OBYYAIOLIMUXCA A1 PASBMEIIEHUA

HA O®ULIMA/IbHBIX UHTEPHET-PECYPCAX
C KaxJbIM ToJOM MOJIOJIe)KHU B HWHTEPHETe CTAaHOBUTbCA OOJIblle, a LIKOJbHUKU OJHU M3 CaMbIX
aKTUBHBIX IOJib30BaTeseld PyHeTa. Mexay TeM, NOMMMO OrPOMHOIO KOJIMYeCTBA BO3MOXHOCTEH,
MHTEpHeT HeceT U po6/ieMbl. ITa NaMATKa J0/KHA IOMOYb Tebe 6€30MacHO HaX04UThCS B CETH.
KoMnbroTepHble BUPYChI
KoMnbroTepHbli BUPYC - 3TO pPa3sHOBUAHOCTb KOMIBIOTEPHBIX HpOrpaMM, OTJUYUTESbHON
0COOEHHOCTbI0 KOTOPOM fIBJISIETCS CHOCOOHOCTh K Pa3MHOKeHUI0. B [omosiHeHue K 3TOMy, BHUPYCHI
MOTYT MOBPEeJUTb WJMU TMOJHOCTbI YHUYTOXUTb Bce alabl W [JaHHble, NOJKOHTPOJIbHbIE
N0JIb30BaTEJI0, OT UMEHU KOTOPOTro Oblja 3alyllleHa 3apa)KeHHas IporpaMma, a Takke NOBpeJUThb U1
JlaXke YHUYTOXKUTb ONEpPalMOHHYI0 CUCTEMY CcO BceMHU ¢ailsiaMu B LjeJloM. B GOJIbIIMHCTBE C/ay4aeB
pacnpocTpaHsTCS BUPYChl Uepe3 HHTEpPHET.
MeTo/ibl 3aLMThI OT BPEJOHOCHBIX IPOrPaMM:
1. Ucnonp3yil coBpeMeHHbIe OlepalOHHblE CUCTEMbI, MUMEIOIHEe Cepbe3HbI ypOBeHb 3alUThl OT
BpP€/IOHOCHBIX TPOrpaMM;
2. IlocTosiHHO ycTaHaB/AMBal nayTH (LUpoBbIe 3aM/IaTKH, KOTOPble aBTOMAaTUYECKH YCTaHABJIUBAIOTCS
C LleJIbI0 I0paboTKU NPOrpaMMbl) U Apyrue oOGHOBJIEHUs CBOEH olepalMoHHON cucTeMbl. CKauuMBal UX
TOJIBKO C oduuMuasbHOro caiita paspa6oturka OC. Eciu cyuecTByeT peXMM aBTOMATH4Y€CKOTO
0OHOBJIEHHS, BKJIIOUH €r0;
3. PaboTtail Ha cBoeM KOMIbIOTepe IOJ NpaBaMH M0Jib30BaTessl, a He aJMUHUCTpaTopa. JTO He
NO3BOJIUT OOJIBIIMHCTBY BpPEJOHOCHBIX MPOrpaMM WHCTA/JIMPOBAaTbC HAa TBOEM I[epPCOHAJbHOM
KOMIIBIOTEDE;
4, Hcnosb3y aHTHUBUpYCHble MNpPOTpaMMHble MNPOAYKTbl H3BECTHbIX IPOU3BOJUTENENH, C
aBTOMAaTU4YeCKUM 0OHOBJIEHHEM 6a3;
5. OrpaHuyb GU3UYECKUH JOCTYI K KOMIBIOTEPY A1 TOCTOPOHHUX JIULI;
6. Wcnosib3yll BHELIHHME HOCUTEJNU UHPOpMalUM, Takhe Kak dJellka, AUCK Uil $alJ U3 UHTEPHETA],

TOJIBKO M3 MTPOBEPEHHBIX HCTOYHHUKOB;



7. He oTkpbiBall KOMIIbIOTEPHbIe (aWJIbl, MOJyYeHHbIE U3 HEHA/|€XKHBIX UCTOYHUKOB. Jlaxke Te ¢ailibl,
KOTOpbIe MpHUcaal TBOW 3HAKOMbIH. Jlyyllle yTOYHM Y HETO, OTIPABJISLI JIU OH Tebe UX.

Cetu WI-FI

Wi-Fi - aT0 He BU/J, nepejjlauu JaHHbIX, HE TEXHOJIOTHS, a BCero Juilb 6penHs, Mapka. Eme B 1991 rony
HUJlepJlaH/CcKas KoMIlaHUA 3apeructpupoBasa 6pens "WECA", yTo o0603Hadajo CJ0BOCOYETaHHE
"Wireless Fidelity", koTopblil nepeBoAUTCA Kak "becipoBOJHasA TOYHOCTB".

Jlo Hamlero BpeMeHM Jolula Apyrasg abopeBUaTypa, KOTopas fBJSAETCA TAaKOW »Ke TeXHOJIOTHeH. JTO
abo6peBuatypa "Wi-Fi". Takoe Ha3BaHMe ObLJIO JJAHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOW TEXHUKHU
Hi-Fi, uyTo B nepeBojie 03HayaeT "BbICOKAasi TOUHOCTD .

[la, 6ecnyiaTHBIM UHTEPHET-AOCTYI B Kade, OTesIAX U a3ponopTax ABASAETCHA OTJIMYHON BO3MOKHOCTBIO
BbIX0/Jla B MHTepHeT. Ho MHorue skcnepThl CYMTAlOT, 4TO ob1enocTynHble Wi-Fi ceTn He sBas0TCA
6e30MacHbIMU.

CoBeThl 110 6€30MaCHOCTHU PaboThl B 00111 J0CTYHbIX ceTAX Wi-fi:

1. He nmepegaBail cBow JiMuHyr HHopManuio yepe3d obuenoctynHble Wi-Fi cetu. PaboTtas B Hux,
»KeJlaTeJIbHO He BBOJIUTb APOJIM JOCTYIIA, JIOTUHBI U KaKHe-TO HOMEPa;

2. Ucnonb3yit U 0GHOBJISAM aHTUBUPYCHbIE MPOrpaMMbl U GpaHaMayep. TeM caMbIM Thl 00€30MacCHUlllb
cebsl OT 3aKa4yKU BUPyCa Ha TBOE YCTPOUCTBO;

3. [lpu ucnonbzoBanuu Wi-Fi oTkiatoun ¢pyHkyuio "O6umuit goctyn K ¢aitiaMm U npuHTepaM'. /laHHas
byHKIMS 3aKpbITa MO0 YMOJYaHHUIO, OJJTHAKO HEKOTOPbIE MO0JIb30BaTE/JU aKTUBUPYIOT ee JiJis y/106CcTBa
MCII0JIb30BaHUs B paboTe UK yuebe;

4. He wucnonb3syun nyoanunbii WI-FI gna nepesayd JMYHBIX JJaHHBIX, HalmpuMep [Jis BbIXOJAa B
collMa/IbHbIE CETU UJIU B 3JIEKTPOHHYIO OYTY;

5. Ucnosb3yit Tosibko 3amuiieHHoe coefuHeHue yepe3 HTTPS, a ne HTTP, T.e. npu Habope Beb-ajpeca
BBOJiM UMeHHO "https://";

6. B Mmo6busnbHOM TesniedpoHe oTkiI0YM GyHKIMIO "[logkntoyenue k Wi-Fi aBTomatrnuecku”. He gonyckai
aBTOMaTHU4YEeCKOI0 MOAKIIYeHUs ycTpoucTBa Kk ceTsiM Wi-Fi 6e3 TBoero corsiacusi.

ConyanbHble CETH

ConpasibHbIe CETU aKTUBHO BXO/ISIT B HAllly >KM3Hb, MHOTHE JIIOJU Pab0OTAIOT U )KUBYT TaM MOCTOSIHHO, a
B Facebook y»ke 3apeructprpoBaH MU/IMApP/, YeJ0BEK, UTO SIBJSETCS OJHOU CelbMOM BCeEX >KUTeJsel
MJlaHeThl. MHOTHE MO0JIb30BaTeJU He MOHKUMAKT, YTO MHOpMals, pa3MellleHHasd UMU B COI[MAJIbHbIX
CeTsIX, MOXKEeT ObITh HaW/ieHa U HCIOJIb30BaHA KeM YTrOoJHO, B TOM 4YMCJie He 00s3aTeJIbHO C OJIaruMH
HaMepeHHUsIMHU.

OcHOBHbIE COBETHI 110 6€30MACHOCTH B COLMAJIbHBIX CETSX:

1. OrpaHuyb CIMCOK Jipy3ei. Y Tebs B Ipy3bSaX He JJOJKHO ObITh C/Iy4YalHbIX U HE3HAKOMBIX JIIOJeH;

2. 3amuiian cBOw 4acTHYIo *KU3Hb. He yka3biBall mapoJuiy, TesiedOHbl, afpeca, aTy TBOEr0 POXKIEHUS U
JIPYTy10 JTUYHYI0 MHOpMaLMio. 3/I0YMbILIIJIEHHUKHA MOTYT UCI0JIb30BAaTh Jaxke MHPOpPMaIMI0 0 TOM, KaK

Thl U TBOU POJWTEJIU [IJIaHUPYeTe NPOBECTU KAHUKYJIbI;



3. 3auMiai CBOI pemyTalUIo - JlepKU ee B YUCTOTe W 3ajlaBail cebe BOIMPOC: XOTeN Obl Thl, YTOOBI
Jlpyrye MoJib30BaTesu BUJIEJNU, YTO Thl 3arpyxaeiib? [logymai, npexae 4eM 4YTO-TO OMyOJIMKOBATh,
HaNKCaThb U 3aTPY3UTh;

4. Eciiy Tbl TOBOPULIBb C JIOABMHU, KOTOPBIX HE 3Haelllb, He WCHOJIb3yl CBO€ peasibHOe UMS U JAPYTYIO
JINYHY0 KHGOPMAIUU: UMS, MECTO KUTEJIbCTBA, MECTO Y4eObl U IPOYEE;

5. U36eraii pasmeuieHuss potorpaduit B UHTEpHETE, IZle Thl U300paXKEH HA MECTHOCTH, MO0 KOTOPOU
MOXKHO OIIpeZieJIMTh TBOe MECTOINOJI0KEHUE;

6. [Ipu peructpanuu B cOMaJIbHON CETU HEOOXOAMMO HCIOJIb30BaTh CJOXKHBIE [TapOJId, COCTOSLUE U3
OYKB U IUPP U C KOJIMYECTBOM 3HAKOB He MeHee 8;

7. [lns couuasbHOM CeTH, MOYTHI U JPYTUX CAaWTOB HEOOXOAMMO HUCIO0JIb30BaTh pa3Hble nmapoJu. Toraa
ec/Ji Tebs B3JIOMAKOT, TO 3JI0YMBILLJIEHHUKHU MOJy4YaT JOCTYN TOJIbKO K OJHOMY MeCTy, a He BO BCe
cpasy.

JJIeKTPOHHbIE e HbI'1

JJIeKTPOHHbIE JIeHbT'M - 3TO O4YeHb yJAOOHBIA CHNOCOO MJaTeXel, 0JJHAKO CYLIeCTBYIOT MOIIEHHUKH,
KOTOpPbIE XOTSAT MOJYYUTb 3TU JEHBIU.

JJIEKTPOHHbIE JJeHbI'M MOSIBUJIMCh COBCEM HEJJaBHO U UMEHHO M3-3a 3TOr0 BO MHOTHUX rOCYAapCTBax 0
CUX IO He MPOIMUCAHO PO HUX B 3aKOHAX.

B Poccuu ke oHU QYHKIIMOHUPYIOT U O HUX y?Ke MPOMUCAHO B 3aKOHE, T/le UX pa3/lesIsSloT Ha HECKOJIbKO
BU/IOB - AaHOHUMHble W He aHOHUMHbIe. Pa3HuIla B TOM, YTO AaHOHHMHbIE - 3TO Te€, B KOTOPBIX
paspellaeTcsl MNPOBOAUTH oOlNepanydu 06e3 HAeHTUPUKALUU T[0JIb30BaTessi, a B HEAHOHUMHBIX
uJleHTUdUKaLMs 0J1b30BaTe s SIBJIseTCs 00513aTeJIbHOM.

Takxe ciepyeT passvyaTb 3JIEKTPOHHble QUATHbIE JIeHbIU (PaBHBbI FOCYJAAPCTBEHHbIM BaJlOTaM) U
3JIeKTPOHHbIe HepUaATHbIE IeHbT'M (He paBHbI FOCYJapCTBEHHBIM BaJlOTaM).

OcHOBHbIE COBETHI 110 6€30MaCHON paboTe C 3JIeKTPOHHBIMU JIEHbIraMU:

1. puBsXKK K cYeTy MOOUJIbHBIN TesaePOH. ITO CaMbld yJOOHBIA U ObICTPbIA CHOCOO BOCCTAaHOBUTDb
JflocTyn K cueTy. [IpuBsi3aHHbINM TesilepOH MOMOXET, ec/u 3aby/elllb CBOW IJIATEXHbIA MapoJib WX
3al/ielllb HA CAaUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yi#t oiHOpa3oBble mapoJiu. [locsie nmepexoia Ha yCUJIEHHYIO aBTOPU3alMI0 Tebe yKe He Oy eT
YIpOXKaTh OMACHOCTb KPaXKy WJIM NepexBaTa MJIaTeXXHOro NapoJis;

3. Beibepu c/10KHBIN MapoJib. [IpecTynHUKaM OyAeT He NMPOCTO YyraZiaTh CJAOXHBIA mapoJib. HajexxHbie
NapoJid - 3TO MapoJik, KOTOpble COJEpPXaT He MeHee 8 3HAKOB M BKJIYAKT B Cebs CTPOYHbIE U
NpONUCHble OYKBbI, LHUPPbI U HECKOJbKO CHUMBOJIOB, TaKhe KaK 3HaK JoJjiapa, ¢QyHTa,
BOCKJIMIIaTeJIbHbIHN 3HaK U T.I. Hanpumep, $tROng!;;

4. He BBOJiM CBOM JIMYHbIE JJaHHbIE HA CAlTax, KOTOPbIM He JOBEPsElllb.

JJIeKTpOHHAasd NoyYTa

JJIeKTPOHHAs MOYTa - 3TO TEXHOJIOTHUS U MPeJIOCTaBJisieMble €10 YCAYTU MO NMePechblKe U MOJTYYeHUI0

3JIEKTPOHHBIX COOOIIEHUN, KOTOpble pacHpeessiloTCd B KOMIbIOTEPHOU ceTU. OObIYHO 3JIEKTPOHHBIN



MOYTOBBIN MUK BBITJSAUT CAeAYIOIIMM 00pa3oM: UMS_MOJb30BaTeNd@uUMs_JoMeHa. Takke Kpome
nepejiauv NPOCTOr0 TEKCTA, UMEETCSI BO3MOXXHOCTb NepeiaBaTh (pailibl.

OcHOBHbI€ COBETHI 10 6€30MaCHOM paboTe C 3JIEKTPOHHOU MOYTOM:

1. Hajo BbIGpaTh NpaBUJIbHBIN NOYTOBBIA CepBUC. B MHTepHeTe eCcTb OTPOMHBIM BbIOOp GecnIaTHBIX
MOYTOBBIX CEPBUCOB, O/IHAKO JIyUllle I0BEPSITh T€M, KOTO 3Haelllb U KTO IIePBbIH B PEUTHUHTE;

2. He yka3piBal B JIMYHOW 1MOYTe JMYHy0 HHbopManuw. Hampumep, Jydiie BbIOpaTh
"My3bIKa/bHbIN_(paHaT@" uau "pok2013" BmMecTo "Temal3";

3. Hcnonbp3yd [ABYX3TAlHYH0 aBTOpU3alyi0. JTO KOrjAa MOMHUMO MapoJisl HYXHO BBOJAUTbH KOJ,
npucbliaeMbld no SMS;

4. Bpibepu CJOXKHBIM mapoJsb. [ KaXkJOoro mo4YTOBOTO SUIMKA [AOJKEH OBbITh CBOW HaJleXKHbIH,
YCTOWYUBBIN K B3JIOMY MapPOJib;

5. Ecav ecTh BO3MOXKHOCTB HallMCaTh CAMOMY CBOW JIMYHbIN BONPOC, UCII0JIb3YH 3Ty BO3MOKHOCTD;

6. Ucnosb3yii HECKOJIBKO OYTOBBIX ALUKOB. [lepBblil [1 4aCTHOW NEPENUCKHU C aZpecaTaMU, KOTOPbIM
Thl JloBepsielllb. JTO 3JIEKTPOHHBIM aJipec He HaJl0 MCMO0JIb30BaTh MPU pPeructpauuyd Ha ¢opymax U
capTax;

7. He oTkpbiBall ¢albl U pyrue BJAOXKEHUS B MUCbMaX, Aa)Ke eCJU OHW NPUILIA OT TBOUX APY3eU.
Jly4lile yTOYHM Y HUX, OTIIPABJISIJIU JIM OHU Tebe 3TU palibl;

8. llocsie okoHYaHUSA PabOThl HA MOYTOBOM CEPBHUCE Mepej 3aKPbITUEM BKJIAAKW C CAUTOM He 3a0yAb
Ha)kaTh Ha "BeIdTu".

KnbepOyisIMHT U1K BUPTYaJlbHOE U3/1eBaTeIbCTBO

KubepOy/iuHT - IpecjieoBaHUE COODOIEHUSMH, COAEPKAIMMU OCKOPOJIeHHS, arpeccrio, 3allyTUBaHUE;
XyJINTAHCTBO; COLlMa/IbHOE OOMKOTHPOBaHUE C MOMOILbIO Pa3/IMUHbIX UHTEPHET-CEPBUCOB.

OcHOBHBbIE COBETHI 110 60PbOE C KUOEPOYIJIUHIOM:

1. He 6pocaiica B 601. Jlydyiminii cnoco6: mocoBeTOBAaTbCS KakK cebs1 BECTHU U, €CJU HeT TOro, K KoMy
MOXXHO OOpaTUTbCS, TO BHayaje YCINOKOUTbCA. EcaM Thl HauHelllb OTBedyaTb OCKOPOJIEHUSIMH Ha
OCKOpOJIeHMS, TO TOJIBKO ellje 60JIbllle pa30XKelllb KOHQJIUKT;

2. YupaBJisiii cBoel KubeppenyTtaiuen;

3. AHOHUMHOCTb B CceTH MHHMas. CylleCTBYIOT CNOCOObl BbISICHUTb, KTO CTOUT 3a aHOHHWMHbIM
aKKayHTOM;

4. He cTOUT BeCTH XyJIUTAHCKUUM 06pa3 BUPTyaJbHOM KU3HU. UHTepHET PUKCUPYET BCe TBOU JI€MCTBHUS
Y COXpaHsIeT UX. YAJIUTh UX OyZieT KpaliHe 3aTPY/IHUTEbHO;

5. Cobutto1ali CBOIO BUPTYaJIbHYIO YECTh CMOJIOJY;

6. WrHopupy# eauHUYHbIM HeraTuB. OJHOpPA30Bble OCKOPOWUTEJbHbIE COOOIEHUS JIydllle
UTrHOPHpOBaThb. OGbIYHO arpeccys NpeKpalaeTcs Ha Ha4yaJbHOU CTa/IUK;

7. ban arpeccopa. B mporpamMmax o6MeHa MTHOBEHHBIMHM COOOIEHUSIMH, B COLMAJIbHBIX CETSAX €CTh

BO3MO>KHOCTb 6JIOKUPOBKH OTHPABKH COOGIIEHUH C ONpe/ieIEeHHbIX a/IpECOB;



8. Ecsiu TbI cBUZIeTEIb KUOEPOYJIMHTA. TBOU JIeHCTBUSA: BBICTYIIUTD NPOTUB Npecye/0BaTelIs, TOKa3aTh
eMy, 4YTO €ero [JIeHCTBUS OLIEHUBAKTCSI HEraTHBHO, TMOAJAEPXKAaTb KEPTBY, KOTOPOM HYKHa
TICUXO0JIOTHY€eCKas TOMOIIb, COOGUIUTD B3POCJIbIM O PAKTE arpeCCUBHOIO MOBE/IEHUS B CETH.
Mo6usibHbIN TesiedoH

CoBpeMeHHble cMapT(HOHbBI U MJIAHLIETHI COZEPKAT B cebe BIOJIHE B3POCJAbIM QYHKIMOHAJ, U Telepb
OHH MOTYT KOHKYPHUpPOBATb CO CTallMOHAPHBIMHU KOMIbloTepaMu. OJHAKO, CpeACTB 3al[UThbI JIJist
NOA06HBIX YCTPOUCTB MOKAa OYeHb Masio. TeCTUpOBaHUE U MOUCK YS3BUMOCTEH B HUX MPOUCXOJUT HE
TaK UHTEHCUBHO, Kak AJ14 [1K, To ke camoe KacaeTcsi ¥ MOOUJIbHBIX NPUIOXKEHU M.

CoBpeMeHHble MOOUWJIbHbIEe Opay3epbl yKe MNpPaKTUYEeCKU JOTHAJM HACTOJbHbIe aHaJIOTH, OJHAKO
pacuiMpeHue pyHKIMOHA/IA BJiedeT 3a CO60M GOJBbLIYIO CJIOKHOCTh U MEHBIIYIO 3alULEHHOCTb.

Jlasieko He BCe MPOU3BOJUTENH BbINYCKAIOT OOHOBJIEHHs, 3aKpbIBalOIMe KPUTUYECKHE YSI3BUMOCTH
JIJIsl CBOUX YCTPOMCTB.

OcHOBHbI€ COBETHI /iJ151 6€30MaCHOCTH MOOUJIbLHOIO TesiedpoHa:

Hudero He siBIsieTCSl MO-HACTOSALIEMY OeCIIaTHBIM. ByJib OCTOpOXKeH, Be/ib Korja TebGe MpeasaramT
0ecCIJIaTHbIM KOHTEHT, B HEM MOTYT OBbITh CKPBITbI KaKHe-TO IJIaTHbIE YCIYTH;

Jlymaii, npexxzie 4yeM otnpaBuTb SMS, poTo wiau Buzseo. Thl TOUHO 3HaeEllb, IJle OHU OYyT B KOHEYHOM
urore?

Heo6x0a1M0 0OHOBATH ONEPAIMOHHYI0 CUCTEMY TBOEro CMapTdOHa;

HMcnosib3yit aHTUBUPYCHBIE TPOTPAMMBI [JIJis MOOUJIBHBIX TeJIePpOHOB;

He 3arpyxail nmpuJioKeHUsI OT HEM3BECTHOTO HMCTOYHHKA, Belb OHU MOTYT COJlep>aTb BpPeJOHOCHOE
IporpaMMHoOe o6ecriedeHue;

[Tocsie TOro Kak Thl BbIH/IEIIb C CAWTA, I'/le BBOUJ JIMYHYI0 UHPOPMAIMIO, 3al/IU B HACTPOUKHU 6paysepa
U yJaau cookies;

[lepyoanyecky NpoBepsii, KaKKe MJIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoit HoMep MOGHJILHOTO TesiepOHA TOJBKO JIIASM, KOTOPBIX Thl 3HAEIlb U KOMY JlOBEpsielllb;
Bluetooth fo/mkeH GBITh BBIKJIFOUEH, KOT/IA Thl UM He N0Jib3yelibcsi. He 3a6bIBail HHOTJa TPOBEPSITH 3TO.
Online urpsl

CoBpeMeHHble OHJIAaHH-UTPHI - 3TO KPAaCOYHbIE, 3aXBaThIBAOIIKE pa3BjeYeHUs], 06'beIUHSIONIMEe COTHU
TBHICAAY 4YeJIOBEK M0 BCeMy MHUpY. UrpoKH HcCIeAyloT JaHHBIA UM MHp, OGLIAKOTCS JAPYT C APYroM,
BBITIOJIHSAIOT 3aJlaHUs, CPAXKAIOTCA C MOHCTPAMU M MOJIy4alOT ONBIT. 3a yZ0BOJbCTBHE OHU IJIATAT:
MOKYTAaKT JUCK, OTJIAYMBAKOT a6OHEMEHT WJIK MPHUOOPETAIOT KaKHE-TO OMIIUH.

Bce aTu cpencTBa MAYT HA MOAJepKaHWE U pPa3BUTHE MIPhl, a TaKkKe Ha caMy 0e30MaCHOCTD:
COBEPIIEHCTBYKOTCA CUCTEMbI aBTOPH3al[MM, BBINYCKAIOTCAd HOBble NMaT4yu (LMGPOBBbIE 3aIJIATKU JIJIsl
porpaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mo106HbIX UTpaX CTOUT OMAaCaThCs HE CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KPaXKM TBOETO MapoJis, Ha
KOTOPOM OCHOBaHa CUCTeMa aBTOPHU3AIUU GOJIbIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO HUTPOBOr'0 aKKAyHTaA:



1. Ecnu gpyroii urpok BeJleT cebsl MJIOX0 WX CO3JaeT Tebe HeMPUATHOCTH, 3a0JIOKUPYH ero B CIUCKe
UT'POKOB;

2. lloxkanyiica aAMUHUCTPATOPaM UIPbl Ha IJIOXO€ M0BeJleHHe 3TOT0 UT'POKa, XKeJlaTeJIbHO MPUJI0KUTD
KaKue-TO JJ0Ka3aTeJbCTBa B BU/ie CKPUHOB;

3. He yka3biBail IM4HY10 UHPOpPMaLUIO B Ipodailie Urpsbl;

4. YBaxkal pyrux y4aCTHUKOB 110 UTpE;

5. He ycranaB/iiMBal HeopUIMa/bHble TATYH U MOJbI;

6. cniosib3y¥ c10)KHBIE U pa3Hble APOJIY;

7. [laxke BO BpeMs UIpbl He CTOUT OTKJIIOYAaTb aHTUBUPYC. [loKa Thl Urpaelb, TBOM KOMIBIOTEP MOTYT
3apasuTh.

DUIIWHT UK KpaXka JUYHbIX JJAHHbBIX

OO6BIYHOM KpaXkeH JleHeT M JJOKYMEHTOB CeroJiHsl y>ke HUKOr0 He YJAUBUIIb, HO C pa3BUTHUEM UHTEpHEeT-
TEXHOJIOTUM 3JI0YMBILLJIEHHUKU N1IEPEMECTUIMCh B UHTEPHET, U MPOJOJ/KAIOT 3aHUMAThC "JIIDOUMBIM"
JleJIOM.

Tak nosiBUnach HOBasi yrpo3a: MHTEpPHET-MOIIeHHUYeCcTBa WJU (QUIIMHT, TJaBHas LieJb KOTOPOTO
COCTOUT B MOJy4YeHUH KOHQUJEHIMaJbHBbIX JaHHBIX I0Jib30BaTesJeld - JIOTUHOB W mnapoJieil. Ha
aHI/IMKCcKOM f3biKe phishing yutaeTcs kak puiuHr (ot fishing - ppi6Has 0B, password - TapoJib).
OcHOBHbI€ COBEeTHI 10 60pbbe ¢ GUIIMHTOM:

1. Cnengu 3a cBOMM akkayHToM. Eciu Thl mojo3peBaelllb, YTO TBOsS aHKeTa ObljJa B3JIOMaHa, TO
He0o6X0JMMO 3a0JIOKUPOBATh €€ U COOOLIMTh a/IMUHUCTPATOpPaM pecypca 06 3TOM KaK MOXKHO CKOpee;

2. Ucnosp3yii 6e3onacHble Be6-CalThbl, B TOM YMCJie, UHTEPHET-MarasvuHOB U IIOMCKOBBIX CUCTEM;

3. Ucnosib3y¥i c10KHBle U pa3Hble NapoJid. TakuM 06pa3oM, ec/iv Tebs B3JIOMAlOT, TO 3JI0YMbIIIJIEHHUKH
NOJIy4aT JOCTYI TOJIBKO K OJHOMY TBOeMyY IPOQUJIIO B CETH, a HE KO BCEM;

4. Ecnu Te6s B3/10Masv, TO HEOOXOAMMO NpeLyNpeiUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIe 00aBJIeHbl Y
Te6A B Ipy3bsX, O TOM, UTO Tebs B3JI0MaJU ¥, BO3MOXHO, OT TBOEro MMeHHU OyJileT pacchbllaTbCsA CllaM U
CCbIJIKM Ha QUIIMHIOBbIE CAUTBHI;

5. YcraHoBU HafiexkHbl# napoJib (PIN) Ha Mo6GUIbHBIN TesedOoH;

6. OTKJIIOYU COXpaHEeHUe apoJisi B 6pay3epe;

7. He oTkpbiBail paiyibl U Apyrue BJIOKEHUS B MUCbMaX, JakKe €CJIM OHU NMPULIJIM OT TBOUX Jipy3em.
Jly4iie yTOYHU Yy HUX, OTIIPABJISAJIU JIU OHU Tebe 3TU palibl.

Lludpposas penyrayus

lluppoBas pemyranus - 3TO HeraTUBHas WJM [O3WTHBHAsA HUHPopMalnuMs B CeTU O Tebe.
KomnpoMmetupyrwomas wuHbopManus, pasMelleHHas B HWHTEpPHETe, MOXEeT Cepbe3HbIM 006pa3oM
OTpa3uTbCsl Ha TBOeW peasbHOW xU3HU. "lludpoBas penyrtanusa” - 3TO TBOW MMHU/K, KOTOPBIH
dopmupyeTca u3 uHGOpMaLMU 0 Tebe B UHTEPHETE.

TBoe MecTo XKHUTeNbCTBA, y4ebbl, TBOE PUHAHCOBOE MOJIOKEHHUE, 0COOEHHOCTH XapaKTepa U paccKasbl O

GJIM3KUX - BCE 3TO HaKallJIMBAETCS B CETH.



MHorue noApOCTKU JIETKOMBICJIEHHO OTHOCATCS K NMyOJIMKALMU JTUYHOW MHOopManuu B UHTepHeTe, He
NOHUMasi BO3MOXHbIX MocaeAcTBUK. Thl Aake He cCMoOXellb J0rajaTbCcs O ToM, 4yTo ¢doTorpadus,
pa3MelleHHas 5 JieT Ha3a/, cTajla IPUYMHOM OTKa3a NPUHATH Tebs Ha paboTy.

KoMmMeHTapuy, pa3meleHre TBoux ¢potorpaduil U Jjpyrue AeWCTBUSA MOTYT He UCYE3HYTh Jaxe Mocje
TOTO, KaK Thl UX yJaJullb. Thbl He 3Haelllb, KTO COXPaHUJI 3Ty UH(POpPMaLMIo, [Tolasa JIM OHAa B IOUCKOBBIE
CUCTEMbl U COXpPaHWJAChb JIM OHA, a IJIaBHOE: YTO MOAYMalwT O Tebe OKpyXawllue JIOAU, KOTOpble
HaWAyT U YBUAAT 3T0. HalTh uHboOpMalMi0 MHOTO JIeT CIYCTS CMOXKET JIDOOW - KaK K3 A00pbIX
NO0OYXX/IeHUH, TaK U C HAMEpPEeHUeM NPUYUHUTD BpeJ,. ITO MOXKET ObITh KTO yrOJHO.

OcHOBHbIE COBETHI 110 3alUTE MPPOBOM peNnyTaLuu:

1. [lopymaii, npex/e 4eM 4TO-TO NyOJMKOBATh U lepe/jaBaTh y ce0s B 6J10Te WU B COLLMAJIbHOM CETH;

2. B HacTpoyikax npodu/si yCTaHOBU OTpaHUYEHHUS Ha MPOCMOTP TBOEro Npodusis U ero CoAepKUMOro,
cliesiail ero ToJIbKO "aJjis Apy3en”;

3. He pasMmeniail ¥ He yKa3blBal MHPOpPMAIKI0, KOTOpPasi MOXKET KOr0-JIM60 0CKOPOJISITh UJIM 0OMXKATh.
ABTOpCKOe npaBo

CoBpeMeHHble IIKOJbHUKHU - aKTUBHbIE N0Jb30BaTe U IMPpoBOro npocrtpaHcTBa. OAHAKO Jjaleko He
BCe 3HAIOT, YTO M0JIb30BaHUE MHOTMMU BO3MOKHOCTSAMU IUPPOBOrO MUpa TpedyeT COOJI0AeHUs TpaB
Ha MHTeJIJIEKTYaJbHYI0 COOCTBEHHOCTD.

TepMuH "uHTeJsJIeKTyaslbHasi COOGCTBEHHOCTb" OTHOCHUTCS K pPa3/IMYHbIM TBOPEHUSM 4YeJIOBEeYeCKOIo
yMa, Ha4yMHas ¢ HOBbIX U300peTeHUH U 3HaKOB, 0603HaYa0IUX COGCTBEHHOCTb Ha MPOAYKTHI U YCJAYTH,
Y 3aKaH4YMBasi KHUraMu, potorpadpusamMu, KHHOQUJIbMaMU U My3blKaJbHbIMU IPOU3BEeHUSIMHU.
ABTOpCKMe mpaBa - 3TO [paBa Ha MHTEJJIEKTyaJbHYI0 COOCTBEHHOCTb Ha NPOU3BEJIEHUS HaAYKH,
JIUTEpATypbl W HCKYyCcCTBa. ABTOpPCKHEe TIpaBa BbICTYNAlOT B KadyecTBe TrapaHTUUM TOro, 4YTO
WHTEeJUJIEKTya/JIbHbIM/TBOPUYECKHUN TpyJA aBTopa He OyJleT HampacHbIM, JacT eMy CIpaBelJIUBble
BO3MO>KHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPyAa, NOJYYUTh U3BECTHOCTh U NpHU3HaHUe. HUKTO
6e3 paspelleHUsI aBTOpa He MOXET BOCIHPOU3BOJAUTH €ro Mpou3Be/leHue, paclnpoCTPaHAThb, MyOJUUYHO
JlEeMOHCTPUPOBaTh, NpoJlaBaTb, HUMIOPTUPOBAThb, NYyCKaTb B MpPOKAT, MNYyOJUYHO HCIOJHATH,
MOKa3bIBaTh/UCIOJHATH B 3gHpe uau pa3Mmeniatb B UHTepHeTe.

Wcnosb3oBaHMe "MUpPATCKOro"” MporpaMMHOro obecrne4eHUsi MOXKeT MPUBECTH K MHOTUM pHUCKaM: OT
NOTepU JAaHHBIX K TBOMM aKKayHTaM /[0 O6JIOKUPOBKHM TBOEro YCTPOMCTBa, rJie YyCTaHOBJIEHA
HeJslerajibHasi nporpamMma. He cTouT Takke 3abblBaTb, YTO CYLIECTBYIOT JierajibHble U OecIJiaTHbIE
IpOrpaMMbl, KOTOpPble MO>KHO HAWTH B CETH.

O mopTase

CeTeBUYOK.pO - TBOH TJIaBHBIA COBETUYUK B CETH. 3/1eCh Thl MOXellb Y3HAaTh O 6e30MaCHOCTU B CETH
HNOHSATHBIM W JIOCTYNHBIM $fI3bIKOM, a NMPU BO3HUKHOBEHWM KPUTHUUYECKOW CUTyallUM OOpaTUThCA 3a

COBETOM. A TakKe IPUHATH y4aCTUe B KOHKYpCaxX U CTaTb CaMbIM IUPPOBBIM IpaxkJaHUHOM!



